iRule BigData

TexHonormm aHanmnsa nHopmaumu

N BU3yaaM3aLUUmM 3HAHUN

OBLLEE ONMMNCAHUE




1. PyHKIMOHAJIbHbIE XapaKTEePUCTUKHU

iRule BigData — ¢pyHKLMOHaNbHO NOHAA TEXHOIOTMYECKan naatdopma, npegHasHayeHHan ann
NoCTPoeHMA NHPOPMALNOHHO-aHATUTUYECKUX CUCTEM, CUTYALMOHHbBIX LLEHTPOB U CUCTEM
MHPOPMaALMOHHO-aHAIUTUYECKOTO B3aMMOAENCTBUA.

Co3pgaHHble Ha 6a3e iRule BigData nHpopmMaUMOHHO-aHAIUTUYECKME CUCTEMbBI PE3YNbTAaTUBHO
NPUMEHSAIOTCA aNs obecneyeHns pasNNYHbIX BUAOB AeATENbHOCTU (MpoBeAEHME NPOBEPOK U
pacciefoBaHWiA, BbISIBIEHME U NPeA0TBPALLEHME MOLIEHHMYECTBA, NPOTUBOAENCTBUE
OTMbIBaHMIO AEHEXKHbIX CPEACTB U PUHAHCMPOBAHUIO TEPPOPU3MA, ONTUMU3aLMA BUsHeC-
NPOLLECCOB, yNPaB/ieHNE PUCKAMM U HE TONbKO).

Kntouesbie npemmylectsa iRule BigData:

¢ 3ddeKTnBHanA NogaepKKa BCeX OCHOBHbIX CTaAM aHAaNUTUYECKOro Npouecca: oT cbopa
MHPOPMaLMM 40 NPEeACTaBNEHUA aHAIMTUYECKMUX BbIBOAOB NS NPUHATUA PELLUEHW;

® BCTPOEHHbIE MOLLHbIE MHCTPYMEHTbI aHaM3a 1 NpeactaBneHma nidopmaumm (aHanms
cBA3€eM, aHa/IM3 NOTOKOB, BPEMEHHOW aHaNu3 cobbITUIA, aHaNM3 Bepcuit (rmnores),
TabNMYHBIN U KpOCC-TabIMYHbIV aHaNKU3, KapTorpaduyeckuii aHanus 1 ap.);

® MpPO3payHbIi 414 NONb30BATENA MOMUCK NO BCEM AOCTYMNHbIM BHYTPEHHUM U BHELLHUM
MHPOPMaALMOHHbIM pecypcam;

® CO34aHWe BblPa3nUTE/bHbIX aHAIUTUYECKMX MATEPUANOB, MUHTYUTUBHO NOHATHbIX KaK
KoNsieram, Tak U pykosoantenam, GopMmpoBaHne OTYETOB B 3/IEKTPOHHOM U ByMarkHOM
BUAE;

® OTKPbITOCTb PeLIeHUNA ANA UHTErPaLnumn C Apyrumm cCUCTeMamm;
® NErKOCTb B MCNO/Ib30BAHWUN U BbICTPOE OCBOEHMUE;

® COOTBETCTBME TPebOoBaHMAM U peKomeHaaumam MexKayHapoaHoM accoumnaumm
AHA/ITUKOB NPaBONPUMEHUTENbHbIX OpraHoB (International Association of Law
Enforcement Intelligence Analysts, IALEIA);

e KpaTyalilne CPOKKU pa3paboTKn U BHEAPEHMA.

iRule BigData He npocTo nporpammHoe obecneveHne Ana BM3yannsaumm nHGopmaumm, sTo
KOMMNJIEKCHOE MHTEeNNEKTYaNIbHOE pelleHne A NOALEPKKM aHAIUTUUYECKON AeATEIbHOCTM Ha
ntobom ypoBHe 1 B pasinyHbIX chepax.

iRule BigData npeaocraBnaeT No/ab30BaTeNIAM MOLLHbIE aHAIUTUYECKME UHCTPYMEHTbI ANA
AEeTaNbHOro U MaKpOCTaTUCTUYECKOrO aHaNM3a MHPOPMALIUK U NOCTPOEHMA TOYHbIX
060CHOBAHHbIX BbIBOAOB.
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Ananmutuueckun nponecc nim Intelligence Cycle

iRule BigData o6ecneunBaeTt a$pdeKTUBHYIO NOALEPKKY NONb30BATENEN HA BCEX CTAANAX
aHANIMTMYECKOTO NPOLLeCCa, @ MUMEHHO:
OnpeaeneHuve uenen n nnaHnposaHme 2> C6op MHbopmaunm > MpoBepka
M oueHKa HGopmaumm = YnopagodeHue u cuctematnsauma = AHanus
nHdopmaumm - lMpeacTaBneHUe pesynbTaToB AN NPUHATUA PeLUeHW.

3¢ddeKTUBHOCTb pPaboTbl, yCKOPEHUE aHAIM3a AaHHbIX

Mcnonb3oBaHue peweHus iRule BigData no3BonseT He TONbKO COKPATUTb BPEMSA Ha peLIeHMe
CTaHAAPTHbIX 33434, CBA3aHHbIX CO C6OpOM MHPOPMALUM U3 PA3IMYHbBIX UCTOYHUKOB U eé
npeABapuUTENIbHOMN OLLEHKOM, HO 1 3GdEKTUBHO peLlaTb 3a4a4n AeTaNbHOro U
MaKpOCTaTUCTUYECKOrO aHan3a N NOCTPOEHUA TOUYHbIX 06OCHOBAHHbIX BbIBOAOB.

MouwHble MHCTPYMEHTbI aHa/1n3a U NpeactaB/ieHNA I/IH(I)OpN\aLI,VIM

CneumanbHble opmaTbl XPAaHEHUA AHANUTUYECKMX MATEPUANIOB, AOCTYN K pe3ynbTaTam paHee
NpoBeAEeHHbIX UCCNea0BaHNt/paccnefoBaHMIA 3HAUUTENbHO COKPALLAET BPeMA Ha NOUCK
BO3MOXHbIX MepeceyeHunii No onepaTMBHO 3Ha4YMmMbiM ob6bekTam. iRule BigData npepocrtasnset
LWMPOKKUI HABOP aHANNTUYECKMX MHCTPYMEHTOB M METOA0B ANA NONYYEHUA OTBETOB HA
gonpocbl KTO? YTO? TOE? KOTOA? KAK? MOYEMY? n ap.




MHoromepHbIii aHaNU3 gaHHbIX.
MNo3sonsaet co3gaTb cUCTemy

aHaNUTUYECKUX (CUTYALIMOHHbIX) NaHenen.

MaHenb coAepKMUT ONTUMANbHO
CKOMMNOHOBAHHbIN Habop maTepmnanos
(rpadmkn, anarpammel, KapTorpaMmbl,
WMHAMKaTopPbI, Tabanubl 1 gp.),
oTobparkatoWwmx AeTanbHYO NN
CTAaTUCTUYECKYI0 MHDOPMALMIO NO
3a/laHHOM TemaTuKe.

MHTepaKTUBHbIA aHAAUTUYECKUA OTYeT.
Mo3BOAAET BK/AOYATL B OTYETHbIE MaTepuabl
BCIO HEO6X0ANMYIO MHPOPMALLUIO:
HenocpeACcTBEHHO OTYET, AOMOJHUTE/NbHbIE
UCNosb3yemMble AOKYMEHTbI, @ TaKKe
YCTaHaB/IMBATb MHTEPAKTUBHbIE CCbIJIKM HA
BHewWHMe MHOPMALMOHHbIE Pecypchbl.

TabnnuHbIN U KpOoCcc-TabANYHDbI aHaNU3.
TpagMUMOHHDBIN MeToZ TabnYHOro aHan3a
Heobxoanm 4/ NPOBEPKU U
npegBapuTeIbHOM OLEHKM AaHHbIX (MeToapbl
COPTUPOBKHU, PUABTPALMN...), UCMOb3YEeTCA
ANA BblAENEHMA 3HAYMMON MHOPMALIMM B
Lenax fAanbHenwero AeTafbHOIo
nccneaoBaHuA. Kpocc-TabnuHbIn aHanus B
KOMM/IeKCe C MeTO4aMM BM3yanmnsaumm
AeTanbHbIX AaHHbIX N03BONAET Hanbonee

3 PEKTUBHO BECTU aHa/IM3 CTAaTUCTUKA U
FOTOBWUTb CNOMKHbIE OTYETbI ANA
CTpaTernyeckoro ypoBHs ynpasieHus.

Kaptorpaguueckuii aHanus. 3HaHue
BPEMEHM M MecTa npecTynaeHus/
NPOUCLLECTBUA MOPOI }KU3HEHHO
HeobXxo4MMO ANA NPUHATUS ONEePATUBHbBIX
mep. KapTtorpapuyecknin aHanms (MapLupyTbl,
PaccTosHMA, reOKOOPANHATbI 0O BEKTOB,
NPOCTPaHCTBEHHO-BPEMEHHOM aHan3
CO6bITUI, OYarn NPecTynHom akTUBHOCTY,
TEMATUYECKUEe KapTbl ...) NO3BONSAET
NPUHUMATb PeLLEHUA Ha OCHOoBe bosee
TOYHOW M CBOEBPEMEHHOM MHPOPMALUN.
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AHanus ceaseil. MeToz N03BOAAET BbIABUTb
MeXKAY Pa3ANYHbIMU 0BbeKTaMn — NNLAMMU,
opraHu3auusamm, cobbITUAMU U T4, —
MMetoLLMEeCs IBHble U HeABHbIe (CKpbITble)
OTHOLLIEHMA U LLEeNOYKK CBA3EN.
AHanUTUYECKME AnarpaMmbl CBs3el
npeacrasasatoT 3Ty MHGopmaumio B Hanbonee
HarnNAAHOM M MNOHATHOM BUAE, YTO
CYLLeCTBEHHO NOMOraeT B NOAroTOBKe
BbIBOAOB.

AHanu3 NoToKoB. [laHHbl1 MeToA, ABNAETCA
Ba)KHbIM pacLIMpeHNEM aHaIN3a CBA3EN, T.K.
CYTb NPECTYNHOM AeATENbHOCTU U ee
OpraHM3aunmn MoXKeT bbITb PacKkpbiTa Yepes
aHanu3 nepemelleHMA NpesmeTos,
CBA3AHHbIX C 3TOMN AeATeNbHOCTbO. AHaNN3
NOTOKOB NO3BONINT NPEeACTaBUTb MEXaHU3M
npecTynaeHna Hanbosee HarNALHO U TaKUM
06pa3om NOMOMKET B NOArOTOBKE BbIBOAA.

BpemeHHoOI aHanus cobbiTnii. Meto,
no3ssosiAeT bosee YeTKO NpeacTaBUTb
pa3BUTUE C/IOXHbIX CUTYaLIUIA NO BPEMEHMU:
YCTaHOBUTb MOCAEA0BaATENbHOCTb COBLITUN,
NX XPOHO/IOTUIO, XapaKTep CBA3M Mexay
COBBITUAMM U POV OCHOBHbIX Y4aCTHUKOB.
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2. ApxuTtekTtypa

iRule BigData npeacrasnseT coboi COBOKYNHOCTb GYHKLMOHANbHbIX 3/1EMEHTOB,
YCTQHOB/IEHHbIX Ha TEXHWUYECKUX CPeACTBAX M3 COCTaBa KOMMJIEKCa TEXHUYECKUX CPeACTB U
obecneynBaloLLMX aBTOMATU3ALMIO AeATENbHOCTM NONb30BATENEN.

Tunosas CTPYKTYpPa KOMMNIEKCa TEXHNYECKUX CPeacCTB

=0 Be He —® —.®

BHyTpeHHue Cepeep AX[ Cepeep MeTaobnactn CepBep NPUAOKEHUA BHewHwe
WHOOPMaLMOHHbIE [host]:[port] [host]:[port] [host]:[port] WHOOPMaLIMOHHbIEe

pecypcol - iRule BigData DB Server - iRule BigData Server pecypcsi

- iRule BigData WatchDog ‘

Pabouas craHums Pabouas craHums
AamuHucTpaTtopa MNMonb3osatens
- iRule BigData Administrator - iRule BigData Client

- iRule BigData Client

MporpammHbiii NnpoayKT iRule BigData nocTpoeH No TPEX3BEHHOM apXUTEKTYpPE: KNNEHT —
cepsep npunoxeHuna — cepsep b, PyHKUMOHMpPYeET Ha Ha3e cepBepoB U NEPCOHA/bHbIX
KOMMNbIOTEPOB U COAEPHKUT Caeayolmne KOMNOHEHTbI:

1. Pabouas ctaHUuMA nonb3oBaTensa npegHasHavyeHa ANA peweHna 3a4a4 aHanmsa u
bOpMMPOBAHUA CXEM, BbIABNEHUA N MOHUTOPUHIA TUNONOTMIA. A n3snevyeHns o6bEKTOB U
cBA3el 3anpoc B NOHATUAX NpeAMEeTHOM 061acTM HaNpPaBAAETCA Ha cepBep NpUoXKeHua. OT
cepBepa NPUNOXKEHNA OTBET NPUXOAMUT B BUAE 06BEKTOB U cBA3El. Bsaumopeincteume ¢
cepBepoM NPUNOXKEHUA OCYLLECTBAACTCA NO NpoToKkonam HTTP/HTTPS n JMS

2. Pabouas ctaHUMA agMMHUCTPATOP NpeaHasHayeHa Ana UsMeHeHUsa napameTpoB
cepBepa NPUNOXKEHUA, YpaBJiIeHMUA NOJIb30BaTENAMM U UX MPaBaMMn, NOAKIOYEHUA
NCTOYHMKOB AaHHbIX. B3anmogaenctame c cepBepom NPUIOKEHNA OCYLLECTBAAETCA NO
npoTtokonam HTTP/HTTPS un JMS




3. CepBep NpuUaoXXeHUA npegHasHayvyeH gnAa BbINOJAHEHUA NPUKNAAHBIX Npoueccos. Cepaep
NPUIOXKEHUN, C OAHOM CTOPOHbI, B3aMMOLEMNCTBYET C KIMEHTAMM, NOSyYas 334aHKUA, C
APYrov CTOPOHbI, B3aMMOLENCTBYET C UCTOYHMKAMM AaHHbIX (PeNALMOHHBIMWU NAN
MHoOromepHbiMmu B/1, Beb-cepBrcamm), u3Bnekas gaHHble, Heobxoanmble A1 06paboTKu.
B3aumopeincTteue c cepsepom bl ocyuiectenaetca ¢ nomolusto JDBC-apaiisepa
cooTtBeTcTBYtoWwen CYB/. BsanmoaencrTeme ¢ BHELUHUMU U BHYTPEHHUMM
MHPOPMALMOHHBIMM PECYPCAaMM OCYLLLECTBAAETCA NO NOALEPHKNBAEMbBIM MMWN NPOTOKONAM.

4. CepBep MeTtaobnacTtu. [laHHbI 3NeMEHT BXOAUT B CTPYKTYPY GYHKUMOHANBHO,
npegHasHayeH ANa xpaHeHuAa cny»kebHon nHGopmauum, Ha HEM pa3BopaYnBaeTCca
meTaobnacTb cepBepa NpuaoxKeHua. Ha cepsepe aonxHa 6biTb ycTaHOBeHa Ntobas
csobogHas nnm nponpueTapHas penaumoHHaa CYB/, npegoctasnatow,an JDBC-gpainsep

5. CepBep AX npegHasHavyeH gnA pa3BEPTbIBAaHMA aHAIMTUYECKOrO XPaHUAMLLA AAHHbIX.
[na atoro Ha HEm ycTaHaBauBaeTcs CYB/[, npeaoctasastollan BbICOKoe bbicTpoaencTame
Npw BbINONHEHMUM AaHANUTUYECKMX 3aNpocoB. B 3aBucumoctm ot Tuna CYB/[, 3to moxeT 6bITb
KaK OAWH cepBep, TaK U Knactep cepBepoB. B KauecTse BbicCOKONponssoamTenbHoi CYB/,
MOXET NOCTaBAATLCA Kak oTedyecTBeHHoe pelueHue (Arenadata DB, Arenadata QuickMarts),
Tak u 3apybexHoe (ClickHouse, Greenplum, SAP HANA, Oracle Exadata, Oracle Essbase).
iRule BigData rny6oKo nHTerpupoBaH c noctasnsemoi CYB/. 3To no3sonseT 40CTHYb
HAMBbICLLYIO CKOPOCTb 06PabOTKM aHANUTUYECKMX 3aNPOCOB NH0OOMN CNOXKHOCTH

6. BHyTpeHHue N BHewHue nHPopMaLNOHHbIe pecypchbl. [JaHHbIE 3/1eMEHTbI BXOAAT B
CTPYKTYPY PYHKLMOHANBLHO, BbICTYNAOT B KAYECTBE NCTOYHUKOB AaHHbIX 415 NpOoBeAEHUA
aHanu3a. [laHHble MOryT: pa3meLLaTbcs Noa yrnpasaeHMem cBo60AHOM AKX NponpueTapHoOm
CYB/A (ponkHa npenoctasuTtb IDBC-apaliBep, Hanpumep, Arenadata DB, Arenadata
QuickMarts, ClickHouse, Greenplum, Postgres Pro, Oracle Database, MS SQL Server,
PostgreSQL, MySQL, Sybase, DB2, SAP HANA, MariaDB, TeraData v T1.1n.), BbicTaB/neHbI B
Buae Beb-cepsmcos (SOAP nam REST) nam aocTynHbl No cneumanmsmposaHHomy API.
BO3MOKHOCTb aHaIUTUYECKON 06paboTKM 6ONbLUMX MAcCMBOB MHPOPMALIMKN M3 MHOXKECTBA
Pa3NMUYHbIX NCTOYHMKOB CYLLLECTBEHHO NOBbLILIAET KAYeCTBO aHA/IMTUYECKUX Pe3y/ibTaToB.

HeobxoamMmocTb BblaeneHUA OTAeNbHbIX GYHKLMOHANbHbBIX 9/1EMEHTOB ABNAETCA CNeACTBUEM
MOAY/IbHOCTU CTPYKTYpPbI NporpammHoro obecnevyeHus iRule BigData v Bbi3BaHa
TpeboBaHMAMM obecneyeHma He3aBUCUMOCTU QYHKLMIN HAKOMIEHUA N aHan3a AaHHbIX, a
TaKXe HeobxoaMMOCTbIo 06PabOTKN M NPOJONKUTENBHOIO XpaHeHMA 6onblnX 06bEMOB
OAHHbIX.

[onyckaeTcs pasmell,eHne HECKO/IbKMX KOMMOHEHT COBMECTHO Ha O4HOM cepBepe (Hanpumep,
ANna GopMMpPOBaHUA TECTOBOW cpeapbl). BO3MOXKHO obecneunTb TepMUHANBbHBIN A0CTYN
nonb3oBaTenei u aAMUHUCTPATOPOB.

[aHHaA apxmuTeKTypa No3BONSET MMHUMN3MPOBATb aAMUHUCTPUPOBAHME: He TpebyeTca
YyCTaHOBKa 1 obHoBeHue MO nonb3oBaTens U aAMUHUCTPATOPA Ha Kaxkaon paboyei cTaHumm,
3TOT NPOLECC NPOUCXOANT aBTOMATUUYECKN C cepBepa NPUIOKEHMUA.




PEKOMGHAVEMbIe MWHUMa/TbHbIE XaPaKTEPUCTUKN TEXHNYECKUX CPpeacCTB

Pabouan ctaHUuA nonb3oBaTensa u CepBep npunoxeHuna
agMUHUCTpaATOpa
® Mpoueccop ¢ TaktoBoM YactoToi 3,0 Iy, e 2 npoueccopa Intel Xeon c TakTOBOM

. yactoToM Kaxkgoro sgpa 3,0 Iy,
® onepaTMBHAA NamATb - 8 MGanT

. e onepaTtvMBHasA NamsaATb - 16 [6alT
e auckosad noacuctema HDD - 80 M6ant

e nuckosana noacuctema HDD - 100 M6ant
e MoHMTOp - 1920*1080 A A

e ceTeBoM aganTep - 1 Feut/c Ethernet
e ceTeBol apantep - 1 Féut/c Ethernet & P /

. ® onepaunoHHas cuctema - Linux, Windows
e onepaunoHHasa cuctema — Linux,

Windows

B KauecTtBe OﬂepaLLMOHHOVI CncTtemsbl noaaepKmMBaroTca N oTe4eCTBeEHHbIE peLUEHNA.

TpeboBaHua Kk Cepsepy AX/, onpeaensaoTcs Ha OCHOBE OLLeHKM CTPYKTYpbl, COCTaBa U
06bEMa aHaNM3MPYEMbIX AAHHbIX.




3. [IoaAroToBKa M MOAAEPKKaA MMOJIb30BaTe /e

Paspabotunkom iRule BigData aBnaetca poccuiickaa kKomnaHma 000 « UHCTUTYT npobnem
6e3onacHocTu ¥ aHanu3a nHpopmauumn». MNMpu paspabotke iRule BigData 6b11 yuTEH ONbIT
PaboTbl aHANUTUYECKUX NOAPA3AENEHNI NPABOOXPAHUTENbHbIX OpraHoB Poccuu.

MHcTUTYT Nnpo6aem 6e3onacHOCTU U aHanu3a MHoOpMaLMmu obecneynBaeT BCECTOPOHHee
CONpoBOXAeHMe U Nogaep KKy nosnb3osatenen iRule BigData, npegoctasnas ycayrm no
06Yy4YEHUIO M TEXHUYECKON NoAAEPIKKE:
e  6a30BbIN y4ebHbIN Kypc «CUCTEMHbIN aHanu3 nHpopmaymn. CneumanbHble
aHanuMTM4eckne metoapl U TexHonornm» (Intelligence Analysis)
® CrneuManmM3npoBaHHbIli yuebHbIl Kypc «iRule. TexHOOrMKM aHann3a MHbopmaLumu,
BM3YaN3aumnmM M Nepeaaym sHaHUn»
®  KOHCYyNbTauuMK cNy»Kbbl TEXHUYECKOM NOAAEPKKM, 0OHOBNAEHWE BEPCUI NPOrPaMMHOIo
obecneyeHun
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